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Highlights

Identify and Stop Malicious 
Attachments: Identify any inbound 
or outbound threats contained in 
email.

Prevent Data Theft: Quarantine or 
prevent mail delivery to halt the 
exfiltration of sensitive information.

Historical Analysis of Email 
Metadata: Go back in time to 
identify what happened in the past 
with rapid access to mail metadata.

100% Visibility: Fidelis offers 
full visibility into Office 365 Mail 
traffic by participating in the Mail 
(SMTP) conversation as a Message 
Transfer Agent (MTA). 

Turnkey Policies: Fidelis Email 
Security for Office 365 comes with 
out-of-the-box policies that provide 
a wide range of real-time alerts, 
prevention and quarantine options, 
advanced threat detection and 
security forensics capabilities.

Fast Deployment: Typical 
deployments of the virtual sensor 
take 10–20 minutes to be fully 
operational.

One Cloud Environment: Fidelis 
Email Security for Office 365 uses 
the Microsoft® Azure™ cloud to 
provide seamless interaction and 
no need for a physical appliance.

Detect and Stop Data Loss

Microsoft Office 365 provides employees with the freedom to work from anywhere 
with easy access to email from any device — on the road, at home, or in the office. But 
does this come at the expense of security? This is a natural and serious consideration. 
Historically, IT administrators lose behaviour and control when mail moves to the cloud. 
This makes detecting malicious behaviour and data exfiltration challenging. So how 
do you take full advantage of having your email in the cloud without sacrificing your 
security?

Fidelis Email Security for Office 365
Ensure email security and compliance in the cloud.

Product Overview

Fidelis Email Security for Office 365 protects your organisation against data theft. We 
build on Microsoft’s native security capabilities to fill email security gaps and ensure the 
safety of your data.

How do we do this? The Fidelis Mail sensor is deployed to examine Office Mail traffic to 
and from a Microsoft Exchange Server®. We scan each email message in its entirety and 
apply our proprietary Fidelis threat intelligence to identify any inbound and outbound 
threats — such as malware, malicious attachments and command and control activity. 
Once a threat is discovered, we can quarantine or prevent mail delivery. In addition, 
we find and stop unauthorised transfer of personally identifiable information (PII) and 
confidential data using email. 

Mitigate Risk: Monitor and enforce policy for email traffic to establish a secure and 
compliant Office 365 Email environment. 

Stop Data Theft: Quickly identify threats, detect emails with sensitive data and halt data 
loss before it begins. 

Detect Threats: Stay one step ahead of advanced attackers and insider threats by 
analysing all inbound and outbound email traffic.

Maintain Visibility: Don’t lose sight of your email traffic just because you have migrated 
to the cloud. Maintain 100% visibility into all Mail conversations.

Analyse Microsoft Office 365 Mail traffic to identify inbound and outbound threats so 
you can quickly investigate and prevent data theft. 



Fidelis Cybersecurity protects the world’s most sensitive data. We reduce the time it takes to detect attacks and resolve security incidents. 
With Fidelis you’ll know when you’re being attacked, you can retrace attackers’ footprints and prevent data theft.

Contact Us Today to Learn More About Fidelis
Fidelis Cybersecurity | +44 (0) 203 021 2500 | info@fidelissecurity.com

©Fidelis Cybersecurity DS_Fidelis_O365_UK_1602

Benefits 

Reduce Theft of 
Assets & IP

Lower Disruption  
to Business

Mitigate Risk to 
Reputation/Integrity

Reduce Overall Cost  
of Response
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Capabilities

Prevent Data Theft: Quarantine or 
prevent mail delivery to stop the theft of 
or the intentional/unintentional release of 
sensitive information.

Detect and Investigate Retrospectively: 
Investigate what attackers have done in 
the past. By collecting and storing rich 
content-level metadata from email (such 
as filenames, users, etc.), Fidelis gives you 
the ability to go back in time and perform 
retrospective analysis using current threat 
intelligence and newly acquired indicators 
of compromise.

Continuous Monitoring for Email-based 
Threats: Fidelis Mail sensors track all 
URLs found in emails and apply additional 
scrutiny to any subsequent related session 
activity.

Turnkey Policies: Fidelis Email Security 
for Office 365 comes with out-of-the-box 
policies that provide a wide range of real-
time alerts, prevention and quarantine 
options as well as advanced threat 
detection and security forensics capabilities.

Stop Attackers: Identify an attacker or 
insider threat that is active on your network 
and unilaterally block unauthorised 
transfers of information in real time. 

Correlate Seemingly Unrelated Activity: 
Fidelis enables detection in the cloud 
and then links that activity with related 
on-premise activity to uncover malicious 
behaviour.

Protect your sensitive data with Email Security for Office 365.

“By 2018, 40% of Office 365 
deployments will rely on third-party 
tools to fill gaps in security and 
compliance.”

– Gartner, How to Enhance the Security 
of Office 365, November 17, 2015

“One in five organisations has 
experienced data loss, malware 
infiltration or related problems 
through mobile devices during the 
past 24 months.”

– The Role of Third-Party Tools for Office 
365 Compliance, An Osterman Research 

White Paper, June 2015

Go back in time and 
perform retrospective 
analysis using current 
threat intelligence. 

Microsoft, Azure, Microsoft Exchange Server and Office 365 are either registered trademarks 
or trademarks of Microsoft Corporation in the United States and/or other countries.


